Introduction
Privacy is a fundamental human right with some of the first privacy legislation dating back to the fourteenth century (Swire and Ahmad, 2012) . Today, privacy is regulated in over a 100 countries with most privacy laws based on international privacy principles (DLA Piper, 2018; Greenleaf, 2014; Bellman et al., 2004) . While privacy is regulated from a common set of principles, people in different countries or from different cultures have different privacy expectations (Moore, 2008; Kemp and Moore, 2007) . Various studies have been conducted into privacy and the concerns that consumers and nations have about the concept (Smith et al., 1996; Bellman et al., 2004; Malhotra et al., 2004; Dell EMC, 2015; Symantec, 2015; Deloitte and Touche, 2017) . Privacy expectations and privacy concerns vary between nations and within the demographic groups that make up a nation. At the same time, the maturity of privacy or data protection regulations vary between jurisdictions, with certain jurisdictions having a "heavy" stance towards the implementation and regulation thereof, while others are perceived as "moderate" or "low" (DLA Piper, 2018) .
Additional insight can be obtained by comparing the privacy expectations of consumers or nations to their actual experiences when organisations process their personal information. This would allow for the identification of gaps, which would help improve the safeguarding of personal information and build a trusting relationship. It would also be beneficial if the privacy concepts measured in this way were aligned with best practice principles of privacy, such as those proposed in the fair information practice principles (FIPPs) (FIPP, 2018) and the guidelines on the protection of personal information and trans-border flows of personal data of the Organisation for Economic Cooperation and Development (OECD 2013) , to allow for comparisons between countries.
This research study aims to develop a global information privacy culture index (IPCI), whereby consumers' or nations' expectations of how organisations should deal with their personal information can be compared to their actual experiences in this respect. The paper begins by defining the concept of information privacy culture, after which the IPCI framework (IPCIF) and instrument (IPCII) are discussed. This is followed by a discussion of a survey conducted in South Africaas the first country to participate in the studyfollowed by the validity and reliability results of the instrument. The discussion of the results is followed by the conclusion, after which the complete IPCII questionnaire is provided.
Information privacy culture
The definition of information security culture has been extended to incorporate the concept of privacy, referred to as "information protection culture". This is defined as: [. . .] a culture in which the protection of information and upholding of privacy are part of the way things are done in an organisation. It is a culture in which employees illustrate attitudes, assumptions, beliefs, values and knowledge that contribute to the protection and privacy of information when processing it at any point in time in the information life cycle, resulting in ethical and compliant behaviour (Da Veiga and Martins, 2015, p. 249). This definition focuses on the organisational context, which incorporates the perspectives of employees. Similarly, the privacy culture definition of the Information Systems Audit and Control Association (ISACA) also relates to a culture in an organisational context. Information Systems Audit and Control Association (ISACA) (2016) refers to a privacy culture as one that adopts privacy protection behaviours, such as ethical behaviour and proactive privacy communication. The privacy culture may vary in maturity across organisations. There may be no strategic focus or formal documentation, but on the other hand, the privacy culture may be mature in guiding employee behaviour when they process personal information. ISACA argues that organisations should extend their privacy focus to "move beyond simply considering legal compliance requirements for privacy by implementing a culture of ethical privacy protection activities" (ISACA, 2016, p. 71) .
The implication of moving towards a privacy culture entails that employees should ultimately display a pattern of behaviour of upholding the privacy of customer information Consumer privacy expectations at all times. The organisation may have a view of how its employees interact with consumer data, while consumers may have a different experience when the organisation processes their personal information. This view is, however, not included in the above privacy culture definitions.
When considering the consumer's view in the perception towards a privacy culture, one needs to reflect on a national culture. The Business Dictionary (2018) defines a national culture as "[t]he set of norms, behaviors, beliefs and customs that exist within the population of a sovereign nation. International organisations develop management and other practices in accordance with the national culture they are operating in." This relates to the research by Hofstede et al. (2010) , which focuses on the influence national culture has on workplace values, where the norms, behaviours, beliefs and customs of a nation affect the practices in an organisation and become part of the organisational culture.
In the context of this study, information privacy culture relates to the perceptions and beliefs a nation (hereafter "consumer") has about the processing of (their) citizens' personal informationwhat expectations they have and how they believe organisations are meeting those expectations given certain information privacy principles (or requirements). The study therefore encapsulates "how things should be done" and "how things are perceived to be done", in relation to privacy.
Data privacy perception instruments
There have been attempts to develop instruments to measure consumers' perceptions as they pertain specifically to privacy. The concern for information privacy (CFIP) instrument, developed by Smith et al. (1996) , incorporates one factor that focuses on information collection, unauthorised secondary use, improper access and errors. This instrument has been expanded to incorporate internet user concerns that address three dimensions, namely, collection, control and awareness, from a social contract perspective (Bellman et al., 2004; Malhotra et al., 2004) . A social contract is established between consumers and the organisation when the former provide their personal information to the latter, and they have the option to decide how that information is to be used (Phelps et al., 2000) . A breach of this social contract occurs when the organisation, for example, shares the consumers' personal information with third parties, without being granted consent.
Consumers' expectations about the way in which organisations use and protect their personal information may differ. The Westin Privacy Segmentation Index segments consumers into three categories as follows (Kumaraguru and Cranor, 2005; Miltgen, 2009): (1) Privacy fundamentalists. Members of this group are mainly concerned about sharing and safeguarding their personal information.
(2) Privacy pragmatists. They tend to seek a balance between the advantages and disadvantages of sharing private information, before arriving at a decision. (3) Privacy unconcerned. These people believe there is greater benefit to be derived from sharing their personal information, and they are thus least protective of their privacy (adapted from Woodruff et al., 2014) .
Privacy fundamentalists may be highly concerned if an organisation were to share their personal information with third parties, whereas the privacy unconcerned group may see value in such sharing. These divergent views thus have different effects on the social contract and the trusting relationship the consumer has formed with the organisation. If the social contract is breached, it could result in non-compliance with data protection legislation.
The work of Morton and Sasse (2014) segments consumers (users) into five categories with regard to their privacy concerns and the use of technology: information controllers (seeking to control their personal information collection, use and sharing), security concerned (expecting security of personal information), benefit seekers (valuing the benefits in return for providing personal information), crowd followers (relying on advice from family or friends) and organisational assurance seekers (requiring assurance for processing of information like a privacy policy). The aforementioned research and the Westin Privacy Segmentation Index indicate that consumers have different privacy concerns and expectations from organisations that process their personal information. If they feel that the organisation does not meet their expectations, "they may respond emotionally and reject it, or distrust the motives of the providing organisation" (Morton and Sasse, 2014, p. 102) .
While consumers may have diverse expectations about the use and protection of their personal information, organisations must comply with the minimum data protection regulations of those jurisdictions that apply to them. If one considers the Western Privacy Index categories, some consumers may have expectations that are in line with data protection regulatory requirements (e.g. privacy fundamentalists), while other groups (e.g. privacy unconcerned) may have lower expectations. By contrast, organisations' compliance with regulatory requirements could vary leading to a range of fines being imposed on them for non-compliance [Australian Government, 2018 ; Information Commission Office (ICO) of the United Kingdom, 2017]. While organisations have an obligation to their customers, they must also comply with data protection legislation when processing personal information, irrespective of the consumers' expectations. The FIPPs (FIPP, 2018) and the guidelines of the OECD (2013) cover eight fundamental principles for data protection: accountability, processing or use limitation, collection limitation, purpose specification, information quality, openness, security safeguards and data subject participation and accessall of which have been incorporated into most data protection regulations (Bellman et al., 2004) .
Industry-related privacy perception instruments are available, such as those developed by Dell EMC (2015) , Symantec (2015) and KPMG (2016) , which focus on general privacy and online consumer concerns. The data protection Eurobarometer (European Commission, 2015; European Commission, 2016) is commissioned by the European Commission's Directorate-General for Communications Networks, Content and Technology (DG CONNECT) and is conducted across the 28 European Member states. These surveys cover aspects such as consumers' perception towards providing personal information and online profiling, concerns about privacy and levels of privacy awareness in an online context. Deloitte and Touche in Australia (2017) conducted a privacy index survey of organisational perspectives about privacy in a work context. The TRUSTe/National Cyber Security Alliance (NCSA, 2016) Consumer Privacy Index focuses on consumer concerns, privacy awareness and business impact in the online context. The Dell EMC (2015) Privacy Index is a global survey aimed at measuring consumers' perceptions of the online privacy they enjoy. It includes a ranking across countries, which indicates the willingness of consumers to share private information for the sake of greater convenience. The factors measured are not inclusive of the OECD privacy principles, but focus on respondents' views on privacy and awareness in an online context or on organisational privacy measures that have been implemented. These instruments neither incorporate a perspective on consumer expectations nor do they determine whether organisations are meeting those expectations in line with FIPPs. While Smith's (1996) CFIP measures consumer expectations, it does not gauge perceptions of whether organisations are meeting those expectations; it also does not incorporate all the FIPPs or data protection guidelines outlined by the OECD.
Consumer privacy expectations
The author therefore proposes that both the conceptsconsumer expectations and perceptions of whether organisations are meeting those expectationsshould be considered in an effort to determine the IPCI of a nation and its diverse demographic groups. Expectations and beliefs regarding compliance should be aligned with the FIPPs and OECD privacy guidelines to ensure that regulatory requirements form the cornerstone of the culture being measured, as that would aid in comparing indices across nations.
The information privacy culture index framework
The IPCIF is portrayed in Figure 1 as outlined in Da Veiga (2017). The components are as follows.
Regulatory factor requirements
The principles of the FIPPs and OECD privacy guidelines were summarised in eight regulatory factors, each with a number of requirements. Three more regulatory factors were added, namely, unsolicited marketing, cross-border transfers and sensitive personal information. These factors are in line with developments in Europe with regard to the General Data Protection Regulation (European Parliament and Council, 2016) and other data protection legislation that covers these concepts, such as the Protection of Personal Information Act (POPIA) (Republic of South Africa, 2013) of South Africa, the Data Protection Act (DPA) of the UK (Great Britain, 1998) and Australia's Privacy Act (Australian Government, 1988) . The requirements of these regulatory factors serve as the minimum data protection requirements in the proposed framework and form the cornerstone of the framework. The regulatory requirements of a specific country can be mapped to the regulatory factor requirements in the IPCIF for comparison purposes. 
Privacy expectations
This block represents consumers' expectations about each of the regulatory factor requirements. The aim is to establish what consumers' expectations are for each of the requirements of the 11 regulatory factors. Although the regulatory factor requirements serve as a minimum baseline based on the OECD and FIPPs, consumers may have a lower or higher expectation for certain regulatory factor requirements. This could give an indication as to the privacy culture of a country.
Compliance/meeting expectations
The compliance/meeting expectations block depicts the perceptions of consumers as to whether organisations are meeting the requirements of each of the 11 regulatory factors; thus, consumers' confidence in whether organisations' behaviour is in line with the regulatory factor requirements. While the regulatory factor requirements entail the minimum requirements for data privacy, one would expect organisations in jurisdictions with enacted data privacy laws to comply with those requirements and that consumers experience it as such. Where consumers believe organisations are not meeting the regulatory factor requirements, it could indicate non-compliance with data protection laws. Noncompliance with data protection laws can be measured using internal and external compliance audits and self-assessments. However, the objective of this research is to concentrate on the perception of consumerswhether they have confidence that organisations are meeting the regulatory factor requirements based on their experience when organisations process their personal information.
The compliance/meeting expectations block serves a second purpose, namely, to establish if consumers' privacy expectations are met by organisations for each of the regulatory factor requirements by comparing the results of the privacy expectations to the results of the compliance/meeting expectations. Hence, the combined name for the block include the concept of compliance and meeting expectations.
Gap
The privacy expectations versus compliance/meeting expectations are compared to establish whether there is a gap. Any discrepancy may indicate whether the expectations of consumers are higher, or in fact lower, than what they believe organisations are currently doing. This could give organisations insight into how to promote a trusting relationship through the social contract they enter into with consumers.
Privacy concerns
The privacy concerns block was added to incorporate the concepts of existing information privacy perception instruments to establish the general privacy concerns of consumers, for instance, how concerned they are about sharing their personal identification numbers, compared to financial or health-related data. Together, the privacy expectations, compliance/meeting expectations and privacy concerns blocks are used as input to define the IPCI of a given country.
The proposed information privacy culture index instrument
The IPCII was developed based on the IPCIF. A number of questions were defined for each regulatory factor in Figure 1 and were subsequently mapped to the relevant FIPP and OECD guideline. The questions were defined in pairsone to measure the privacy expectation and a corresponding question to measure the compliance/meeting expectation about the same Consumer privacy expectations regulatory factor requirement. The questions in the privacy expectations section of the questionnaire were phrased starting with: "I expect [. . .]". By contrast, questions in the compliance/meeting expectations section were phrased as: "I feel confident that organisations are [. . .]". Using a five-point Likert scale for the privacy expectation section, the scale was defined as: I do not expect this; I sometimes expect this; Neutral; I mostly expect this; and I always expect this. For the compliance/meeting expectations questions, the following scale was used: Not at all confident; Somewhat confident; Neutral; Quite confident; and Very confident.
An expert panel, which reviewed the draft IPCII, consisted of an industry consultant who specialises in information privacy, a professor in Industrial Psychology who specialises in survey research methods, as well as opinion and attitude surveys, and three academic lecturers teaching information privacy and POPIA at honours level. The panel was required to judge each question and indicate whether it is "essential" for measuring the regulatory factor requirement and whether the question is "clear" or "unclear". A number of adjustments were made to the draft IPCII to improve the user's understanding of the questions and to align some questions more clearly with the objective of a specific factor. This improved the content validity of the IPCII questionnaire (Saunders et al., 2016) . Table I gives an extract of two of the questions from the first privacy factor in the regulatory factor requirements block of Figure 1 , namely, processing/use limitation. The second column includes the mapping to POPIA, as the first data collection exercise was conducted in South Africa. The question pairs for each requirement are listed in columns three and four. Please refer to the Appendix for the complete questionnaire.
Research method
A survey method was utilised using the IPCII to gather data from a representative sample of the South African population. This allowed the researcher to obtain numeric data about the attitudes or opinions of the population relating to the information privacy culture components (or constructs) (Creswell, 2014) . The data were analysed statistically to establish what the expectation and confident perceptions of consumers are. In addition, that data allowed the researcher to assess the internal consistency of the questionnaire applying the Cronbach's alpha statistical test (Saunders et al., 2016) .
While surveys are a cost-effective means of conducting research, they also have the benefit of including large samples of users or participants, which is necessary when seeking to obtain insight about the privacy culture across a nation (Brewerton and Millward, 2002) . However, care should be taken to ensure that the sample is representative and that the measuring instrument produces reliable and valid data (Brewerton and Millward, 2002) . These aspects were considered as part of the research study.
Sample
The final questionnaire was converted to a Web-based format. It was sent out to an opt-in database of the South African population, which is managed by a research organisation, Columinate (2018) . Data were collected from 1 to 12 June 2017, and in total, 1,007 responses were obtained. The data were deemed to be representative of the demographic profile of the South African population across gender, race, province and generation groups (Figure 2 ). The responses also ranged across industries and education levels to allow a representative sample across South Africa.
Privacy concern perspective
The data were analysed using the Statistical Package for the Social Sciences (SPSS), version 24. Over 80 per cent of respondents expressed general concerns about the protection of their personal information. They were especially concerned about the safeguarding of their 1925 -1945 1946 -1954 1955 -1964 1965 -1980 1981 - 
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Consumer privacy expectations identity (94 per cent), and their financial (92 per cent) and health-related (80 per cent) data. In dealing with organisations, respondents expressed greater concern about sharing their personal information online (79 per cent), than in face-to-face transactions (57 per cent). Most respondents indicated that they currently obtain information about their privacy rights from the internet and from banking institutions, with more than half using their cell phones as the main platform for accessing the internet. While 62 per cent claimed to know their privacy rights when dealing with organisations, 45 per cent indicated that their knowledge on the topic was average. Only 37 per cent indicated that they knew where to lodge complaints if their privacy rights had been violated by organisations.
Results

Privacy expectations
The overall mean for the privacy expectations section was 4.57. Thus, 91.8 per cent of respondents expressed the expectation that the regulatory factor requirements should be honoured when their personal information is processed. This indicates that there is a culture present with a high expectation towards privacy when organisations process consumers' personal information. Table II lists the means of each of the regulatory factor requirements. The regulatory factor requirements with the highest expectation, based on the mean, were related to security whereby consumers expect organisations to protect their personal information (4.75) by having the necessary technology and controls in place (4.70) and to safeguard this information when sending it to other countries (4.70). While South Africa's data protection act, namely (POPIA) (Republic of South Africa, 2013), has not commenced as yet, it is important for organisations to protect the personal information of their customers to build a relationship of trust by meeting the regulatory factor expectations of South African consumers.
Compliance/meeting expectations
The overall mean for the compliance/meeting expectations section was 3.02, with a 42.3 per cent confidence on the part of the respondents that organisations are indeed complying with regulatory factor requirements. For all regulatory factor requirement questions in the IPCII, the respondents indicated that they believe organisations are not meeting requirements. It appears that consumers are not confident that South African organisations are meeting the FIPPs and OECD guidelines, and that they are in breach of the regulatory requirements of POPIA, as POPIA maps to each of the regulatory factor requirements. Of concern is the fact that the respondents were not confident that organisations are using their personal information lawfully (3.02), or for the agreed purposes (2.87) and that consent is not always obtained (3.06). Further concerns were raised about the protection of personal information, direct marketing and cross-border transfers. This raises concerns as to whether the right to privacy, as outlined in Section 14 of the Constitution of the Republic of South Africa, 1996, is maintained and what impact it has on the harmonisation with international data protection standards.
Gap
The means of the regulatory factor requirements measured in the privacy expectation and compliance/meeting expectations sections are depicted in Table II . A consolidated statement is provided for the privacy expectation and compliance/meeting expectations question pair (Column 1), with the respective means for each in columns two and three. The t-values are provided for the paired statements (Column 4). Column 5, gap, outlines the gaps identified between the privacy expectations (Column 2) for each of the regulatory factor requirements, and whether respondents were confident the organisation's behaviour was in line with the Regulatory factor concepts (combined concept for expectation and compliance section in IPCII) Consumer privacy expectations regulatory factor requirements (compliance/meeting expectations, Column 3). A significant difference was identified for all question pairs based on the t-test results. The Sig. (twotailed) value was 0.000 for all the question pairs (significant if p < 0.05) and was supported by the high t-values (Howell, 1995) . While respondents had high expectations for each regulatory factor requirement (see privacy expectation means), organisations seemed to fail to meet those requirements (see compliance/meeting expectations means).
Privacy expectation mean
Validating the information privacy culture index instrument
The IPCII was subjected to an exploratory factor analysis (EFA) using the principle component analysis with the varimax rotation. The EFA was conducted on the items in the expectation and confidence constructs. The data collected were subject to Bartlett's test of sphericity and the Kaiser-Meyer-Olkin (KMO) measure of sampling adequacy, to test the aptness of the sample for the EFA (O'Rourke and Hatcher, 2013) . Bartlett's test of sphericity should be significant (p < 0.05), to indicate sampling adequacy (Howell, 1995) . In this research study, Bartlett's test was significant at p < 0.00 for the expectations and compliance/meeting expectations (confidence) constructs adding further evidence to sampling validity.
The KMO should be 0.60 or higher to proceed with factor analysis (O'Rourke and Hatcher, 2013). In the expectations construct, three components (factors) ( Table III) were identified with a KMO value of 0.950 and an eigenvalue larger than one. Kaiser (1960) recommends retaining all factors with eigenvalues greater than 1. All item loadings in the expectations construct were above 0.4, which is considered the minimum criterion to retain items in a factor (Field, 2009 ).
In the compliance/meeting expectations construct, one component (factor) was identified with a KMO value of 0.984. All item loadings in the compliance/meeting expectations construct were above 0.4 (Table IV) .
The new factors were named, as displayed in Table V , with the aim of summarising the key concepts included in each factor. The Cronbach's alpha for the identified factors were all above 0.8, indicating a good reliability, except for factor C. Saunders et al. (2016) recommend a minimum cut-off of 0.70. However, Cronbach's alpha loadings of 0.60-0.70 can be accepted (HR Statistics, 2017) . If more statements are added to factor C, it should increase the Cronbach's alpha coefficient. As such, additional items will be added to factor C in future research with the aim of improving the Cronbach's alpha value.
Discussion
The IPCII indicates that South Africans have high expectations regarding privacy. They are concerned about sharing their personal, financial and health-related dataespecially in an online context. While indications are that privacy rights are not always protected in an online context in South Africa (Da Veiga and Swartz, 2017), the index reveals that consumers are not confident that organisations in general are processing their information in line with FIPPs, or with POPIA regulatory requirements. In addition, they are unsure which recourse to take if their rights are violated. There seems to be a disconnect between what consumers expect in terms of privacy and how consumers believe organisations are honouring those expectations, resulting in a breach of trust and the social contract being violated. As South Africans do not have a clear understanding of what their privacy rights entail, there is a need for awareness-raising and education initiatives on the part of government, the information regulator and organisations. Organisations should engage in internal gap and compliance assessments to establish which of the regulatory factors they are contravening. That would enable them to implement measures and controls that comply with POPIA requirements. 
Consumer privacy expectations
The validated IPCI consists of four factors that can be used across countries to establish what the privacy expectations and confidence levels of consumers are. The full questionnaire is included in the Appendix. Further research will incorporate data collection in other countries, with a view to building a national IPCI for comparison purposes, using a dashboard.
Conclusion
An IPCIF and a validated IPCI instrument are proposed in this paper. The objective is to measure privacy perceptions across nations by focusing on consumers' privacy Compliance/meeting expectations statement constructs IPCI requirements and mapping POPIA Component 1
Q25o. I feel confident that companies ensure that their third parties have all the necessary technology and processes in place to protect my personal information Q25p. I feel confident that companies inform me if records of my personal data were lost, damaged or exposed publicly Table IV. ICS 26,3 expectations, their actual experiences when organisations process their personal information and general privacy concerns against the backdrop of FIPPs and OECD privacy guidelines. Data from the IPCI instrument, which has been rolled out in South Africa, proved valuable in identifying gaps between consumers' information privacy expectations and what they believe is happening in realitya scenario which has resulted in a breach of trust and the social contract being violated. In addition, it indicated that consumers have a low level of confidence that organisations are behaving in line with the FIPPs and OECD privacy guidelines as mapped to POPIA. The government, information regulator and organisations can leverage the results of the proposed index to implement controls aimed at addressing any gaps identified from a consumer and compliance perspective. The index can also be monitored over time to identify where changes are needed. Future research will focus on the inclusion of other countries and comparisons between demographic groups.
